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AGENDA

* Day - 1: Compliance Management

* Day - 2: Workflow Hands-On

 Why Low-Code Automation ?

* Workflow Automation in ATOM

* Hands-On Lab

« Advanced Concepts in Workflow Automation

* Day - 3: Service Model Hands-On

—
———

* Day -4:CLA, Scale, Licensing, Administration.




Anuta ATOM

Service orchestration, Workflow and Compliance with Closed loop Automation

(e) atom anuta netwarks
One Portal

Service Provisioning & Config. Management & Visual Workflow e 3rd Party Resale agreement
Orchestration Compliance Automation

* Yangbased * Drag & Drop
» Service Models » Build extensible integrated

» Device Models workflows
* OpenConfig « BPMN 2.0

Inventory, Monitoring & * Auto-Remediation
CLA

T

Access Metro Edge/Core

Multi-Vendor IP Transport
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* On Juniper pricelist

« JTAC

Multi-Vendor

e Juniper Pro services

JUBUS}-13|NW ‘SAIREN PNO|D

3



Anuta ATOM - stateful and stateless automation

An uta . Config Updates
N 4 Topol Updat
Portal ATOM Workflow Engine Topology Updates
yy yy Device Availability
Device Performance
REST| API Device Telemetry
e Model Config
Service Mode Scripts Raw CLI|API Calls Raw CLI, API Calls
YANG Model (Line-By-Line or Batch)  (Line-By-Line or Batch)
| Python [l Java ATOM
" " Notificatio
Device Model (YANG) Config Driver Exec/Oper Driver n Engine

Common, Native or Openconﬂg " (Authentication, Security, (Authentication, Security,
Terminal Handling, Connection Terminal Handling, Connection
Python Mgmt, etc.,) Mgmt, etc.,)

Device Driver (Transport)

KN
Infrastructure
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Workflow Automation with Anuta ATOM
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Network Operations - Today’s Reality

Paper-based Methods-of-Procedures

often interpreted differently and need extra efforts to
maintain them

Manual Operations
02 Delays process execution

Siloed Tasks in the manual workflow

Less visibility into tasks, leading to operational
bottlenecks and process inefficiencies

Repetitive Tasks
Affects networking teams’ productivity

Low participation
in automation

Disjoint Processes affecting the flow
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An Existing Method-of-Procedure

' 4

Gather
Requirements

)
S =
Reserve |P

block on
IPAM &
Approvals
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Create
candidate
config

" 4

Manual
Device
Configs

e Do

S - &

Raise

ServiceNow Pre-Checks

Ticket
[Change Request]

& S -

Update
Post- ServiceNo
Checks w Ticket
[Review]

» Manual preparation of configurations
« Multiple approval requests

» Ticket lifecycle management

* Manual collaboration with other teams

Juniper Business Use Only

)
S =
Update
ServiceNow

Ticket

[Implementation]

°
f ah
Close
ServiceNo
W
Ticket
[Closed]
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Anuta ATOM

Visualize Workflows with Low Code

“

Visual Workflow Automation leverages Low Code to break down a higher-level activity into
subtasks and ties them together with network events, provisioning actions, show-

commands, pre-checks, post-checks, user forms and approvals, timed background tasks,
inventory checks, alerts and others.

heck mgmt.

C
interface or not O
4
,I

&,

e}on ${device}

Examples : Device onboarding, SW Upgrades, Migrations, LAG management, Maintenance Procedures

» Key capabilities: * Benefits
= Reusable sub-routines Easy to deploy, manage
Integrates with OSS, IPAM and ITSM tools *»  Eliminate, reduce risk

= Multivendor support = |mprove operational efficiency
© 2021 Juniper Networks
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Visual, Programmable, Workflows

e -

~ ™~
+ Minimap
0
il F @ o
check if device frigger config
r'j R is online pull pre % %
e check_configura view Config Pull post-check-
Ftart_configuring ping successful tion_diff Pre Post Diff validation
@ continue
) ‘
D device_vendor_
ping failed exit decider
| execule
© S L
éu =S End_On_Prechec EaaiOnrastche
> chissuel
= User inpuis et =
P Device List IPvE_Interface_
pre-checks Configurafion
start_config
call_ipam_rolle
n ack
‘-" 2 ~ - %
. ipvBlinterface trigger config
. catch pre and post get_region_fro pull post
InputErrorExit check failure event m hostname
from sub-process -
3
execuis
rollback
ipvBfrouting commands
IPvE_Routing_
Configuration
EndEventMoRegi
onFound
=
\_ = End_On_Postche )
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Automation Efficiency Gain - IPvé Migration

Efficiency gain of ~95 minutes per device

\WERTE] ATOM

Activity el -
Identify Components 900 10
Config Preparation 900 10
Pre-Check Captures 600 90
Change Execution 900 30
Post-Check Captures & Validation 2400 90
IPv6 Address Management 900 10
Rollback (Automated & On-Demand) 1500 45

110

Overall (per Device)
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300
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200
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100

50

Devices Per Week

280

35x

Increase

Manual ATOM

NNNNNNNN

10



Reduce time, costs and errors

Helps in accelerating processes through MOP

Why standardization
Workflow
Automation?

Increases efficiency

Drives more silos into network automation through
Integrations

Offers more visibility into operational processes

© 2021 Juniper Networks Juniper | u
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Where to use Workflow Automation ?

(b Software Upgrades Pre & Post validations for Service

Orchestration

Network Migrations A Alerting & Closed-Loop Automation

)

PN Bulk configuration changes such as ®->¢ Provisioning, troubleshooting MOPs
¥ SNMP config B<® involving 3" party integrations

© 2021 Juniper Networks Juniper | 13
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Integrations with ITSM & IPAM

R
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EI ) O O «iwemilommoms Hhowe o SComions

)

Change
Request
Initiated

@ @ cree | (@ o
Send GET Shut down the Request Moved e e
Request BGP neighbor [
Review Stage to Close Stage

v eascmed @3mzer osmavameg [ o

c search a

Alert Name Severty ack Sths | Message Source Ticket 1D alert 1D Parent Alrt 10 (]

[ Wosity_BaP_Neighber_Flap i ] ® apen BGP peer 172.16.5.46 flapped an devics 172.16.5.47 SNMP 24

ServiceNow/Jira

Integration into Alerting & Workflows
Ticket Lifecycle Management

Incident Management
Review & Approvals

Juniper Business Use Only

Create Vian-Creation-And-Extension @ | [ UNTRUST o

Firewall-Destination-Zone »

firewall destination zone

Aloceoi Firewal-Application o

firawall application

Visarid any X -

Fqdn e
Vian-Label
o fqdn is used to register an a+ecord or a host-record on infoblox

anutal test? demo.in
Interface Vian-Description
= Register-A-Record

enable to register above fadn as a-record on infoblox

Allocate-Subnet

o Register-Host-Record

Berfin_LAN_Pool_190.0.0.0/24 enable 1o register above fqdn as host-record on infoblax

| — | ©

Infoblox

IPAM
DNS

API level integrations
Available across services & workflows

Juniper | e

NETWORKS



Add Pre & Post Checks to Services using Workflows

* Device connectivity from ATOM. e Provision the L3VPN/L2VPN e Check for L3VPN/L2VPN service state.
» Check for any red flags from the service on the hardware. » Check for target interface state.
Hardware. « On approval from Network * Logthe route table summary for the service
* Check target port operation status Admin activate the service on provisioned.
and encapsulation type the router. * Take admin inputs for OAM Validations/Ping
Test etc.

* Perform the above checks on the router.
juniper | s
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Anuta ATOM - Out of Box Low-Code Workflows

Out of Box Low-Code Workflows

11.

o kb

10.

Basic software upgrade

Advanced Software Upgrade

Basic Routing engine switchover

RMA between similar devices

Config Restoration

Multi-vendor Network Migration from IPV4 to
IPVé6

Add a member to existing LAG and validate
increase in bandwidth

Provision on-demand configuration commands to
set of devices or device groups

Replace or Update SNMP Configuration

Execute Compliance Profiles and remediate non-

compliance

12.
13.

14.

15.
16.
17.
18.
19.

DHCP Based Zero touch provisioning (ZTP) of
greenfield network

Invoking Ansible scripts from workflow
Provision EVPN E-Line services with prechecks and
post checks

Discover existing L2ZVPN Services. Create L2vpn
service if missing

Integration with Service Now

Integration with Jira

Ping devices to determine availability

Execute Traceroute on devices

Collect and store inventory information such as

chassis ID, sfp etc.

© 2021 Juniper Networks
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Support for 45+ Vendors
150+ Platforms
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JUNOS v QFX

MX v EX

PTX V' SRX

ACX

IOS-XR v NCS

ASR V' Cat 9K*
NoK v Firepower”

ISR

*- Roadmap CY21
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ATOM - Extend existing workflows

ﬁ Edit Workflow: Software Upgrade - QFX |

+/-||F|R
0
i .

-|-'! « "device check "show
i Led ype" version"
“
it +| ‘-r

)

OO0 o000 MO OO N
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check “routing e . check "commit
options” routing.crash” synchronize”

Brecic cnassis

redundancy call diskspace

graceful- check
switchover”
—

view "show
version” result
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]

“running conf

backup”

Check
configuration

Minimap

Upload the

image

Juniper
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Workflow - Pre-Built Library

[l
&

A Search Q
[J ;
1 I 1 ¥ Catalog items
. /; » ATOM Alerts 3
e » ATOM Notifications
O N & x @
* » Generic e | -~ ~ B B . T F & n ¥ < = g General  Input Parameters  Output Parameters
O User Task 0 de
search Q o
¢ » Workflows Activity_18bf3uq
il v Catalog items
» +
7 > ATOM Alerts Invoke rpc Name »
@ <> = ogszclecion Invoke rpc - /collectionjobrigger-collection
» Yang Rpcs O 4
* » Generic F Class o
O O =
taat
o » Workflows
(=) o .
S Eo R
D ¥ Yang Rpcs
D » Compliance
» agent
@ » alarms
»alert ﬁ
I} D » alert-def
» alertrule
» amaqplisteners .
> anutafpe il oo 1 def name - execution.getVariable("name");
O » apiversion . 2 def description = execution.getVariable("description”
» atom-workflow b AR 3 def resourcetype = execution.getVariable(*resource-type");
. » ATOM Notifications 4 def deviceid = execution.getVariable(*device-id");
e » Anuta Event Spec 5 def devicegroup - execution.getVariable("device-group");
> capacities 6 def resourcepool - execution.getVariable("resource-pool");
» cla_workflow_remediation LEED 7 def mibname = execution.getvariable(*mib-name");
T et User Task 8 def jobtype - execution.getVariable("job-type");
! o OUEETD 9 def systemcreated - execution.getVariable("systen-created");
trigger-collection o 10 def name = execution.getvariable("name");
» configarchive » Yang Actions 11 def systemcreated - execution.getVariable("systen-created”);
» Yang Notificati - et
» configurationion ang Notifications 12 def capability = executiongetvariable(capability"):
v Yang Rpes 13 def platforn = execution.getVariable("platforn");
> controller i 14 def oid - execution.getVariable("oid");
» datagrouping ompliance 15 def index = execution.getVariable("index");
 debug » agent 16 def oidname - execution.getVariable("oid-name");
» alarms 17 def value = execution.getVariable("value"):
¥ developerutils » et 18 "<inputs<name>" + name + "</names<description>" + description + "</descriptions
? » device.comp <resource-types" + resourcetype + "</resource-types<device-ids" + deviceid + "</device-
» alert-def id»<device-group>" + devicegroup + "</device-group><resource-pool>" + resourcepool + "
» alertrule
» amgplisteners
» anuta_rpo
» apiversion
o » atom-workflow
Drag-n-Drop Builder
» capacities
P d ° M I » cla_workflow_remediation
re-Created Scripts - Customizable < ot
trigger-collection
» configarchive
» configurationjob
» controller
» datagrouping
» debug
» developerutils
» device-comp.
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Workflow - Integration with CLI

& Edit Workflow: CLI | o e f xmL

oﬂ‘nnhlﬁ}&l‘sﬂﬂsﬂﬂ

o
=
B
L
[

ie
i
y4
.r:‘: . General Input Parameters Output Parameters
@ @ Add Input
: 2 |% |0D atom_url e
* o Router ID and Print the router Precheck
VLAN ID 5
/developerutils:execute-cli-command
o O =
. atom_action »
& FosT Workflow Instance 3810387 - Precheck
atom_payload » script type : groovy
. Task ID J_yrI60ed-QF2bGjgAcDlsA
D 1 def RID = execution.getVariable("Router ID") s - ¢ 19 ¢
. 2 def Intf = execution.getVariable("Interface") Parent D HvOpH3mXQEQX-upMBU1TWKIA
- ) : : . . User Name admin
4 ‘'<ipput><device-id>'+RID+'</device-id><command=>show
] configuration interfaces '+Intf+'</command=</input=' Time Taken _'_(8 seconds)
Summary  Logs
. . Aug 11, 2821, 6:47:59 PM
1. Create Service Task with RPC Delegate developerutils:execute-cli- comand
<input=
Input <device-id>172.16.4.167</device-id>
p <command=show configuration interfaces ge-0/0/1</command>
</input>
<output=
. <response>show coenfiguration interfaces ge-8/0/1
unit @ {
family inet {
2. Edit the Command T

family mpls;
¥

admin@mx6&gt; </responses>
</output=

3. GeneratefNR[ | 1w
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Workflow - Script Integration

Edit Workflow: Multilnstance |

o ‘ - o~ B B < W B 3 & I & T =& & & = = General  Input Parameters  Output Parameters

0 ide

Activity_1bng399

Name

Print the router ID

Script Format e

R Groovy

Multilnstance Script Type

INLINE SCRIPT EXTERNAL RESOURCE
g [ o=
) g 2 © » x & @
Router ID and Print the router
VAN D T Precheck serpie
P 1. def RID = "172.16.23.12"
P4

= G i e i e T 0P 2. console.log("ID of the router to be provisioned: " + RID)
2 println "ID of the router to be provisioned: *
+ RID

O o8 03000 we

Result Variable

d ‘ Close ‘

“

Results Console Error

'I . Creqfe a SCI’ipT quk qnd Edi.l_ ,I,he SCI’ipT ID of the router to be provisioned: 172.16.23.12

2. Validate ScriptyniPer | =
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ATOM Workflow - Customizable Reports

ZTPM Dashboard

Report

e Filter Group v ®

Average Deployment times
per Cell-Site

00:02:11
Total Manual

00:01:34
Automation

Cell-Site Stages

00:00:58

SLA Cell-Site

@ 90%

00:01:54
Time saved

Failed

65

Passed 900

Failed Activities

22 cell-Sites
43 Failed Stages

Cell-Sites Status

Router Config

SLAs

©90%
& 00:02:11

Average deployment time

BIOS Install
SLAs

©88%
@ 00:02:22

Average deployment time

vCenter Provisioning

SLAs

©89%
& 00:03:11

Average deployment time

ESXi Hardening

SLAs

©86%
& 00:01:11

Average deployment time

Node-Pool Creation

SLAs

©92%
€ 00:00:11

Average deployment time

DU instantiation

SLAs

©90%
€ 00:00:11

Average deployment time

Deployment times by region

Success  In-Progress Failed Cancelled Retries

Success
Router Config 148 18 22 3 @ Router Config

@ BIOS Install

@ vCenter Provisioning
@ ESXi Hardening

@ Node-Poal Creation
@ DU instantiation

BIOS Install 148 36 2 In-Progress

Failed

0
vCenter Provisioning 156 0 23 1
ESXi Hardening 140 0 0 Cancelled
Node-Pool Creation L 10 Retries II II I IIII I o [1 W

DU instantiation 20 11

Las Vegas Denver Dalas Washington

® Success @ Failed
Recent Cell-Site runtimes

Dulfmlon (secs)

L]
Wednesday Wednesday

Daily time line Daily time line
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Bridging the gaps with low-code automation from Anuta

ATOM

@ Gtom Workflow Engine

i — g - - D
Admins User form

Operators

Tenants l I

¢ @ & A

Analytics Alerts &

Service/Device Show, Config
APlIs Diagnostics Notifications

Multi-Vendor Physical & Virtual Infrastructure + NMS, OSS & Other

© 2021 Juniper Networks
unip W Juniper Business Use Only

BPMN 2.0 Workflows

Horizontally scalable platform

Streamline processes and automate
approval chains
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Closed Loop Automation Scenarios

Manual

Check Metrics Check Config- Find Potential
Current & History Archive Erroneous Configs

mma Manual Remediate

Diagmnose Other
Operiational Issues

Manual Remediate

Ad-config change
Email s causing an outage

e i slack s
Notification RUSALCERIIN  Check Config Remediate through
‘ Compliance ATOM

Closed Loop Automation (Semi Automated)

Check Config

. : : Compliance & ;
t t t Action (Manual/Auto) Diagnostics Ny Pamas e for Further Action

Invoke Workflow Additional Open ITSM Ticket

SNMP SNMP  MDT
Traps

y
=

Closed Loop Automation (Fully Automated)

Perform
Remediation Action

Invoke Workflow Additional Correlate Alerts

Action Diagnostics ’
Check Config
Compliance
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